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Audience

The target audience for this white paper is Exchange administrators, system
administrators, storage administrators, DPM administrators, and architects who analyze,
design, and maintain robust storage systems. Readers should be familiar with Microsoft
Exchange Server, Microsoft Windows Server 2003, Microsoft Data Protection Manager,
and Compellent Storage Center.

Customer Support

Compellent provides live support 1-866-EZSTORE (866.397.8673), 24 hours a day, 7
days a week, and 365 days a year. For additional support, email Compellent at
support@compellent.com. Compellent responds to emails during normal business hours.

Disclaimers

Information in this document is subject to change without notice.

© 2009 Compellent Technologies. All rights reserved. Reproduction in any manner
without the express written permission of Compellent Technologies is strictly prohibited.

Trademarks used in this text are property of Compellent Technologies, or their respective
owners.
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Overview of Microsoft Data Protection Manager

Data Protection Manager (DPM) is a key member of the Microsoft System Center family
of management products, designed to help IT professionals manage their Windows
environment. DPM is the new standard for Windows backup and recoveryd delivering
continuous data protection for Microsoft application and file servers using seamlessly
integrated disk and tape media. DPM enables rapid and reliable recovery through
advanced technology for enterprises of all sizes.

Todayds business climate is more challenging th
constant pressure to lower costs while improving overall operational efficiency. In short,
businesses are being asked to fido more for | ess

can reduce costs and improve business agility is by changing the way data protection is
managed. DPM provides the following additional benefits:

Continuous Data Protection i DPM captures data changes as they occur in real-time and
synchronizes every 15 minutes to ensure Windows data and user productivity are
protectedd unlike other legacy methods that backup data only once a dayd so that
business critical data can be protected at all times.

Lossless Restores for Applications i By seamlessly integrating a point-in-time database
restore with the existing application logs, DPM delivers lossless recovery of Microsoft
Exchange, SQL, and SharePoint servers without the need for constant replication or
synchronization.

Superior Application Integration for Exchange Server, SQL Server, and SharePoint i
DPM offers integrated support for Exchange Servers 2003 and 2007 with advanced
cluster configurations, shorter SQL Server backup windows without the need for
compression, and integrated restores for SharePoint. DPM also provides one touch
application restores with zero data loss.

Rapid Recovery i Backing up data to disk provides the fastest way to recover data

thatdéds been | ost due to user error or software
recovering information is as simple as browsing a share and copying directly from the

DPM platform to the production server within seconds. By restoring data from disk, DPM

enables customers to recover data in minutes, versus the hours it takes to recover from

tape.

Reliable Recovery i DPM leverages disk-based backup to provide the highest level of
reliability versus traditionald and often unpredictabled tape backup methods. All of the
various failure points for tape backup, including corrupt indexes, broken media,
misplaced cartridges, and human error are all avoided by relying on disk storage as the
primary restoration medium, while still leveraging tape for long-term archival storage.

Seamless Disk and Tape Integration i DPM transparently leverages both disk and tape
mediums to enable fast, multiple points-in-time-per-day restores from disk, while ensuring
long term retention and off site portability with disk.

Unified Protection Policies Across Data Types i DPM allows protection to be
configured across heterogeneous applications and file-sharing platforms with a single
policy. This allows you to manage logical groupings of data from a single Uld delivering
Exchange, SQL, SharePoint and File data mixed, within a single policy, to any
combination of disk and tape protection.
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SLA-driven Backup Process i Protection policies are based on intent and SLAs,
creating a layer of abstraction that insulates the user from the often confusing process of
scheduling individual backup jobs in order to meet an overall SLA.

Block Filteri Withan ef ficient disk infrastructure and r
volume filter changes how backups are achieved and maintained:

1 The volume of full backups is reduced by as much as 90 percent, saving disk
space and reducing backup time from hours to minutes.

1 Express full backups and an enhanced network throttling mechanism allows for
more granular management of bandwidth.

Overview of the Compellenvtage Center

Compell entdés Storage Center is an enterprise cl
significantly lowers capital expenditures, reduces storage management and

administration time, provides continuous data availability and enables storage

vituali zati on. St or a g-stan@aedrhardwaré and sophidticaset! sofgware

manage data at the block-level, maximizing utilization, automating tiered storage,

simplifying replication and speeding data recovery.

A Modular Hardware Design i The hardware design consists of industry standard-
based clustered controllers providing automatic failover. Compellent can seamlessly
connect to any open-systems server without the need for server side agents.
Organizations can mix and match Fibre Channel and iSCSI server connectivity, and disk
enclosures support any external interface and disks based on Fibre Channel, Mid-Tier
Fibre Channel, or Serial ATA.

Powerful Suite of Software i Storage Center offers a powerful suite of enterprise
capabilities to manage datadi f f er ent | y. Building on Compell ent
Architecture, Storage Center software intelligently optimizes data movement and access

at the block-level to maximize utilization, automate tiered storage, simplify replication and

speed data recovery.

Intuitive, Unified Interface T A centralized management interface streamlines
administration and speeds common storage management tasks. The interface features a
point-and-click wizard-based setup and management, comprehensive Phone Home
capabilities, automatic notification when user-defined capacity thresholds are reached,
and advanced storage consumption and chargeback reporting.

Compell entdés Enterprise Manager further simplif
comprehensive monitoring of all local and remote Storage Center environments.

Enterprise Manager allows you to gain better insight into your Storage Center

deployments and reduces planning and configuration time for remote replications.
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DPMProcesOverview

Data Protection Manager (DPM) helps you manage the process of protecting and
recovering data on the file and application servers in your network. This topic describes
the high-level steps you need to perform to successfully protect and recover data in the
DPM environment.

Protecting data i As illustrated in Figure 1, the high-level process used to protect data
involves the following steps:

1. You select data sources on a server that you want to protect whether it is an
application server or a file server.

2. To start protecting data, DPM creates a full copy (referred to as a replica) of the
selected data sources on the DPM server.

3. To continue protecting data, DPM synchronizes each replica with the data
sources on a recurring schedule. When a replica is updated, it replaces the
previous replica.

4. To support data recovery, DPM creates point-in-time copies (referred to as
recovery points) of the replica on a recurring schedule. DPM maintains up to 64
recovery points for each replica.

DPM Server

Replica Created

'/ Shadow Copy Created

Updates

File Server o
Current Replica

Figure 1 - Protection

Recovering data i As illustrated in Figure 2, the high-level process for recovering data
involves the following steps:

1. You select the version of the data that you want to recover from the recovery
points on the DPM server.

2. DPM restores a copy of the selected data to its point of origin on the server or to
an alternate destination that you specify.
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DPM Server

Shadow Copies

File Server

Figure 21 Recovery

DPM Initial Replication and RecoReogessUtilizingCompellent Storage

In this scenario, a single dynamic volume (sized accordingly) is presented from the
Compellent Storage Center to the DPM Server which uses the volume for the recovery
points (shadow copies).

It is important to note that the transfer of backup data from the protected server to the
DPM Server occurs over the local area network (LAN).

AgeniConfiguration

1. If you have not done so already, install a DPM Server. This server must be a
member of a domain as do the other servers in which it will protect.

2. Open the Microsoft DPM Server console and install the DPM agent on the server
t hat you want to pr ot ecThesefvavailhtkegrebo@.nt > | n st

Storage Pool Configuration
1. Using the Compellent Storage Center web administration interface, create a new
volume to be used in the storage pool and will contain the recovery points for

DPM and its protected servers. Map this new volume up to the DPM server.

NOTE: This volume should be at least two times the size of the total amount of
data in which you plan to protect.

2. Open the Disk Management MMC on the DPM server and rescan disks. When

the newly created disk appears, when the dialog appears, initialize the disk. Do
not create any partitions on the new disk at this time.
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LISk Lerragmenter
-2 Disk Management:

Bn Services and Applications
EPpisk 0
Basic
37,27 GB
Online

PDisk 1

ZPDisk 2
Basic
100.00 GB
online

DVD (D:)

1.00 G5 36.26 GB
Healthy (Lnknown, Partitior) Healthy (Active)

[(®)]
19,99 GB NTFS
Healthy (System)

100,00 GB
Unalocated

Seo-ROM O

3. Back in the DPM console, at the top of console, click on Management, Disks tab,

and then Add.

;‘,-' DPM 2007 Administrator Console

8 [

Actions

Details:

Monitoring A Protection Recovery Reporting
s fil i 3 Microsoft System Center Data Pro... =
| Agents — Disks | [@ Libraries | View 4
e —— [ E@ kel
Mumber of disks: 01 “ Selected Ttem -
Tatal capacit Add Disks to Storage Pool [ <] .
Select disks to add to storage pool Remove
DPM will use the available free space in the disks and will not delete any data that is present.
Status | N Rescan
Available disks: Selected disks
Options. .
Disk__| Name Capacit Fiee Space
Help

Add>
< Bemaove.

0f  |[cancel | bep

4, Sel ect t

he new disk under AfAvail abl e

5. DPM will inform you that it is going to convert the selected disks to dynamic.
Click fAYes

6. The disk is now assigned as a DPM Storage Pool disk.

|| Agents E Librariesl
r— Storage pool
_ 5\

Murmber of digks: 1 . Uszed space: 0 GB

Total capacity: 99.99 GE |:| Unallocated space: 99.99 GB

Status | Mame | Total Capacity | % Undllocated
[=] DPM Storage Pool Disks {Total: 1)

@ Disk 2 {COMPELNT Compellent Yol SCSI Disk Device) 99,99 GE 100 %

Details: Disk 2
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Protection Group Configuration

The protection group contains the server(s) that will be backed up. You can have
multiple protection groups containing different types of servers and applications.

1. Inthe DPM console, at the top, clickonA Pr ot ect i ono,
Groupo.

t hen

2. Select the server(s) and the objects that you want to be included in the protection
group. Click Next.

% Create New Protection Group

Select Group Members.

E?j Select the data that pou want to protect,

Steps
@ eloome

4 Select group members

[ Available members

Select data protection
metho

.

.

Select shortterm goals

.

Summary

.

Status

E [ dpmiest local
@5 TSTESTDPMON
-] DPMDB

=[] TSTESTEX2K3

 OIEa MTATempStorst
- [Ea NETLOGON

[JEa TSTESTEX2KILOG
-0 AlVolumes
B0 C
= BN
O=Fr
=+l System State
[ SystemState

o 2]

Ta choose the data to protect, select the check boxes in the Available members section. To exclude a falder,
expand the directony structure, and clear the check box of the falder,

[ Selected members

Selected Members | Computer
First Storage Group  TSTESTEX2K3.dprt...
Computer\Systems. .. TSTESTEXZK3.dpmt

Bemove

Evchuded folders. 0 View
Encluded flstypes 0 Exclud Files

<Back || Hews |

Cancel | He |

3. Name the protection group something that describes what it is protecting. Accept
the default for the protection method. Click Next.

% Create New Protection Group

Select Data Protection Method

Ef’j DPM provides shorttem protection on disk and taps and lang-term protection on tape only.

Steps:

Protection group name:

@ Welcome
@ Select group members

& Select data protection
method

@ Select shorttem goals
@ Summary

@ Status

Enchange

Protection method

Select your proteclion methed

g [V | want short-term protection using: | Disk. -

& T vent longlem protection using tage

i) Protection using taps options sre dissbled a5 1o tsps ibrariss wers detected

Concel | Hep

4. If you are protecting an Exchange Server, you will have the option to run the
ESEUTIL integrity check. Otherwise, you will see the wizard dialog that will allow
you to specify your short-term recovery goals. Click Next.

© Compellent Technologies
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Create New Protection Group

Specify Short-Term Goals
DPM will create & pratection plan using your shor-term recovery goals.

Steps g® Specily your shortem recovery goals for disk-based protection

> Welcome

s Select gioup members i =

" Selﬁctdataplolecnon Synchionization frequency: @ Every [15 minutes -
metho

€ Just before a recavery paint
s Speciy exchange pralection
options

o oo e g Applcation recevery points

For applications the recovery point is as per synchiorization frequency when they support incremental,

@ Review disk alocation olheriss the recovery paint s as pet express full backup.

@ Chooss replica creation Peemep e
metho

@ Summary Express Full Backup: 5:00 PM Everyday -
@ Status IE| —IMEdi'y

i) Recovery points wil be created for some members in the protection group based on the
express ful backup schedule. To wiew the members, click view members

Based on synchiarization frequency (Every 15 minutes)

<gack [ Cancel | Hep |

5. Review the storage pool disk space allocated for the protection group. No
changes should be necessary here. Click Next.

Create New Protection Group
Review Disk Allocation
Feview the storage pool disk. space allocated for this pratection group

Bl 23 Pl 50 Gl o o et e e o e R e e
? wleloame —Disk space allocation for new members
# Select group members Total data size: 1.02GE
» Select data piotection Disk space allocated in DPH. 5.77GB
method

» Speciy sxchangs protection
options

[ Storage pool detals

> Select shorl I
lect shaftleim goals Details of all disk space currently allocated and free disk space that remains in the DPM storage poal.

¢ Review disk allocation

@ Choose replica creain [ Total disk space allocated:  0KE
metho
J [] Disk space remaining 100,00 GB
@ Summary
@ Status
<Back | Mew> | Caneel | Hep |

6. To protect the data you have selected, an initial copy of the data must be sent to
the DPM server. This can be completed automatically over the network using the
default setting. Click Next.
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method & Haow
Speciy exchange protection £ Later
options —
L -
Select sharttemm goals 117 LT IR =
Feview disk allocation ' Manualy
‘Yo must transfer the data using rsmovable media.
R BRI For lare amounts of date, this opsation may b Faster thar replice orsation across the network
@ Summary
@ Status
<gack R Cancel | Hep |
7. Review the settings summary, andthenc |l i ck ACr eat

% Create New Protection Group

Choose Replica Creation Method
E?j To protect the data you have selected, you must inlially copy the selected data to the Data Protection Manager computer

Ste;
EL DPH riust ereate a replica to copy the selected data to the DPM server. How do you want to create the
Welcome teplica?
Select gioup members * Automatically

Select data protection DPM replicates the data across the network.

e Groupo.

and configure the new protection group based on the settings you have selected.

NOTE: The DPM server will configure the necessary partitions on the dynamic
disk and then start to replicate across the network. This process will attempt to
use all available network bandwidth of the DPM and protected server(s). This
initial process should be completed only during non-peak hours to reduce the
impact on the production environment.

Recovery

The recovery process can be network intensive as data is copied from the DPM server
back to the protected server. During this time, the DPM server will attempt to utilize as
much of the NIC resources as possible on both the DPM server and protected server as
indicated below. DPM does also offer bandwidth throttling capabilities.

Applications I Processes I Performance |

~Local Area Connection 2

Adapter Mame i Tetwork Uliza, . . i Link 5p. .. | Skate
Local Area Con... 99 % 100 Mbps

To recover data, follow these steps:
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1. I n the

DPM Server

consol e

, at t heteetndp,

in the left pane, select the object that contains the data you want to recover.

2. Next, from the lower right panel, select the recoverable item you want to recover.

3. From th
restore.

e ARecovery

% DPM 2007 Administrator Console

Q Monitoring

A Protection
Y

Reporting

Ti meo

Fie Action View Help

% Management

dropdown, sel

[ O[]

Actions

Microsoft System Center Data Pro... <

=

1 Browse | 2 Search |

Protected data:

Recovery poinis for.  First Storage Bioup

View 3

2 Hel

Selected Ttem -

E-7] demiestlocal

=1-{lig] AIDPM P

Sewer [ Filer

= [Z3 Dats on Disk and Tapes
B \j TSTESTEXZKS
- SysteniGtate

=-{E3] All Protected Exchange Data
#iJ) First Storage Group

oear |

[Jarusy — wlfzoos =]

Sun Mon Tue Vied Thu Fri_Sar
28 w0 31 2 3
sElls 5 1w
15301415 16 17
002 2B oM
27 25 23 30 3
12 3 45 6 7

otected Data

112

< Awalable 1ecovery points are indicated in bold on the
calendar. Selest the date from the calendar and the time
fiom the diop down st for the recovery points that you
want, Click 1ecaver in the Actions pane to apen the
Recoveny Wwizard

Recoven date:  January 07 2009
Recovery fime: |Latest -
1056 AM
Recover fiom: | 11:00 AM
L atest

L2

Recaver..,
Shaw all recavery points

Verify data

Confiqure end-user recovery...
Optians...

2 Hel

Path: [&llFrotected Exchange Data 7 Up
R e e [ Lest Modied [siee - |
(7 Mailbosc Store (TSTESTEX2K3) -
(2 Public Folder Store (TSTES...
4. On the right side, Click ARecoveroo.

5. Follow the Recovery Wizard and choose the appropriate settings for your

recovery.

DPMProcessUtilizingSANBased Backup & Recovery

In this scenario, snapshots or replays of the volumes from the protected server are used
as recovery points on the DPM server. This process leverages Compellent Storage
Center Data Instant Replay and eliminates the amount of network traffic and utilization

otherwise normally required.

For this scenario, we will be using a Windows Server running SQL Server 2005.

Agent Configuration

1. If you have not done so already, install a DPM Server. This server must be a
member of a domain as do the other servers in which it will protect.

2. Open the Microsoft DPM Server console and install the DPM agent on the server

t hat

you

want to

Recovery Point Volume Configuration

protect

(Management

1. Using the Compellent Storage Center web administration interface, create a new
volume to be used in the storage pool and will contain the recovery points for
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DPM and the protected server that will use the SAN-based backup. Map this
new volume up to the DPM server.

NOTE: This volume should be at least two times the size of the total amount of
data in which you plan to protect.

2. Open the Disk Management MMC on the DPM server and rescan disks. When
the newly created disk appears and the dialog appears, initialize the disk, format,
and assign a drive letter.

1.00 GB 36,26 GB

Healthy {Lnknown Partition) Healthy (Active)
)

19,99 GB NTFS

Healthy {System)

&Pisk 2 I ——

Basic
100.00 GB 100,00 6B
Online Unallocated

ED-ROM O
YD (D:)

g Disk Defragmenter
Disk Management

Services and Applications

Ppisk 0
Basic
.27 GB
Online

Online

Protected Server Volume Setup

This section describes the overall process of taking a replay of the protected volumes
and assigning them to the DPM server.

1. Inthe Compellent Storage Center web interface, take a replay of the volume(s)
that will be protected. (right-click on the volume, click Create Replay)

2. Perform a #flyooc aolf Rewceowreerpl ay from each
and map to the DPM server.
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